


Extending Corporate-Level 
Security to Remote and
Mobile Workforce

IT Managers Challenged by Increased Mobility of
Corporate Workforce 
The overwhelming increase in the mobility of the corporate workforce and the 
availability of wireless Internet connections in airports, hotels, and coffee houses, 
creates an unbearable challenge to IT managers. As long as the users stay within the 
corporate network, they are protected by the multi-level enterprise security 
infrastructure, a robust first line of defense managed, enforced and constantly 
monitored by professionals. But when traveling, the mobile and remote workforce 
have to rely on the security software installed on their laptops and each individual is 
expected to manage security updates and enforcement independently.

Extending Centralized IT Security Policy Enforcement
and Management
Yoggie Management Server extends the IT manager’s ability to manage and enforce 
corporate-level security to traveling laptops that secure the actual laptop and also 
protect the corporate network when laptops return to the office. It is as if these users 
never left the secure environment of the corporate network, enjoying the peace of 
mind of a robust first line of defense, managed by IT professionals.

With the Yoggie Gatekeeper brand of security mini-computers plugged-in on every 
mobile and remote workforce computer all users benefit from the same level of 
security as the corporate network. The USB plug-in or ExpressCard-
compatible mini-computer are revolutionizing  how computers are protected. The 
Gatekeeper is packed with 14 different security software solutions including 
Firewall, VPN Client, Intrusion Detection and Prevention, Anti-Virus, Anti-Spam, 
and more that block all Internet threats before they reach the PC or laptop.

Corporate security policies are effectively enforced across all users as the Yoggie 
Management Server can apply connectivity conditions such as not allowing 
connection of all laptops or any individual laptop to the Internet without the 
presence of the Yoggie security mini-computer.

 

Ending Traveling Laptop Security 
Vulnerabilities  

� Centralized management of thousands
Yoggie security mini-computers

� Better scalability, easier and faster 
deployment and maintenance, load 
balancing and backup/restore functionality

� Browser-based management console 
with broad drill-down capability

� Centralized security updates across all 
remote and mobile users

� Real-time monitoring of the Yoggie 
security mini-computers

� Centralized security policy enforcement 
including group-level criteria

� Comprehensive report generation

Controlling Yoggie Gatekeeper Security Mini-Computers in the field
The Yoggie Management Server is a robust security management VMware-based appliance 
installed in the IT server room. Set-up is simplified by the automatic population of its database 
from the corporate Directory Services. It manages the fleet of traveling Yoggie Gatekeeper 
brand of security mini-computers through a user-friendly management console. The 
Yoggie Management Server provides non-intrusive security policy updates, signatures, 
and rule-base updates, controlling passwords and network access, while obtaining local 
logs and events. It enables full control, remotely, in the enforcement of all security policies 
and eliminates the need to 'cleanse' returning laptops before they can be re-connected to 
the organization’s internal network.

Web-based Monitoring of Corporate Network Security
Yoggie Management Server constantly monitors the fleet of Gatekeeper security 
mini-computers in the field. Security event logs are gathered automatically and managed 
through an intuitive web-based management console that is password-protected accessible to 
IT management from any PC without installing additional software. The corporate IT 
professionals are able to determine the security status of each and every computing platform of 
the organization, with a Gatekeeper installed, regardless of where it is and how it is connected 
to the Internet.

Comprehensive Reports
Comprehensive security reports can be generated to provide insights into the security risks and 
activities of the mobile workforce. The reports include: event summaries for the various security 
applications, and ranking of users for each security application. 
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The Gatekeeper Pico Pro 
‘hides’ your laptop from hackers, 
providing full protection in any
Hotspot.

YOGGIE  MANAGEMENT SERVER ™ 

Web-based management console with real-time monitoring

VMware-based Virtual Appliance

"Pico brings server-room protection 
to laptops in the field".
InfoWorld Magazine

Adaptive
Security Policy

Layer-8
Security

Multi-Layer
Security Agent

Transparent
Proxies

Next Generation Internet Security Suite:
Yoggie's powerful USB key-sized and ExpressCard-sized 
Linux-based computer with 14 built-in security applications.

Anti-Virus Anti-Spyware Web Filtering

Firewall Intrusion
Prevention

Intrusion 
Detection

Anti-Phishing VPN ClientAnti-Spam
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