HOEE

Firmware 1.3.6 Release Notes

Added

1. IDS/I1PS signature updates

IDS/IPS update mechanism now allows immediate signature updates without
requiring firmware updates. The signature database now provides enhanced
capabilities and dramatically reduces false positives.

2. Custom Email Rules
The Anti-Spam engine can now apply custom email rules defined by the user.

3. Custom Web Filtering Rules
The Web Filtering engine can now apply custom Web Filtering rules defined by the
user.

4. VPN Client Event Log
A new log was added for the VPN Client events.

5. Clear Log Option
The Security Log and the System Log can now be cleared.

6. Temperature Control Mechanism
A new Temperature Control Mechanism was added. The new mechanism monitors
CPU usage and adjusts the processor’s frequency accordingly.

7. More options in Generic VPN Manual Settings
Generic VPN configuration now allows the user to manually choose both the
encryption and authentication methods to be used in the IPsec tunnel.

8. Check Point VPN Client
Yoggie Gatekeeper’s VPN Client now supports Check Point VPN NGX gateway
versions R60 and above.

9. Yoggie Management Server Framework
Yoggie Management Server (YMS) 1.3.0 new features are supported in the
Gatekeeper’s Firmware.

10. NetASQ VPN Client

Yoggie Gatekeeper’s VPN Client now supports NetASQ Firewall Version 7.0.0.1
and above.

Fixed

Issue #081 FTP security log events did not show the URLs in the event
description field.
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Issue #176

Issue #335

Issue #473

Issue #477

Issue #487

Issue #622

Issue #623

Issue #636

Issue #655

Issue #657

Issue #691

Issue #690

Issue #692

Issue #698

Issue #716

Issue #718

Issue #723

Issue #726

Issue #728

Large e-mail messages were not always fully inspected by the
Yoggie spam engine.

Configuration fields in the VPN screen were fixed to properly
display a blank field when no values were defined.

The next button in the Security Log display moved to the next
page on click even when the log was empty.

When changing Gatekeeper configuration from Pass-through mode
to Redirect mode the Internet connection was temporarily lost.

Improved Japanese emails support.
A warning message now prompts the user when trying to access
the Management Console with a browser configured to block

JavaScript.

In certain rare occasions the Yoggie Management Console would
display mobile code instead of executing it.

User could enable Web Filtering even if no category was selected.

Better support for Web sites which force the use of HTTP chunk-
encoding in contradiction to the standard HTTP.

When configuring the Firewall, a wrong error message was
displayed when the configured port range was invalid.

There was no event in the Security Log for blocked files of more
than 10MB.

Some entries in the Security Log table displayed ~&gt™ instead of

=

When entering a password in the Management Console login only
the first 8 letters were read.

Security Log event description did not have a copy option.

The Gatekeeper’s IP address was not checked before it was
changed. This allowed the user to configure an illegal IP.

Hebrew characters were not supported in the console password.

User was able to click on the next button even after the records
list ended.

Anti-Spam engine did not properly support scanning of large
emails (up to 12M).
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